LOCAL CERTIFICATION AUTHORITY
CREATOR
Model: LCA-SG

USERS MANUAL

MG CO., LTD. www.mgco.jp Local Certification Authority Creator
5-2-55 Minamitsumori, Nishinari-ku, Osaka 557-0063 JAPAN EM-8591-C Rev.2 1



Table of Gontents

1. INTRODUCTION 3
B T O Y=Y 1= USSP 3

1.2 APPIICADIE VEISIONS ...ttt e e e e e e e e e e bbb et e e e e e e e e e e e e e e annnnennees 3

2. SERVER AUTHENTICATION 4
3. CLIENT AUTHENTICATION 5
4. LOCAL CERTIFICATION AUTHORITY 6
5. HOWTO USE LCA-SG 7
5.1 System REQUITEIMENTES .......eiiiiiiiiiie ettt e e sttt e e s st b e e e s bb e e e e s sanneeeas 7
I (a1 =l [T To T 0 C O 7
5.8 Creating Local Certification AUTNOKILY ..........ooiiiiiiie e e 8
5.4 Creating and Transferring Unit Certificate and Private Key........c.ccoviiiiiiiiiiiice e 9
5.5 Installing LCA Certificate on Web Terminal...........cccuueeiiiiiiiieiieee et 11
5.5.1 GeNeral DESCHIPHIONS ......iiiiiieiitii ettt s e b e e et e s ne e e e amne e e et et e snre e e saneeeenreenan 11

5.5.2 Installing Certificate Via LCA-SGi......ccccuiiiiiiiiiiie ettt sbe e e neennne e 11

5.5.3 USING LCA CertifiCate File.....coo ittt sttt snt e sane e e e beeeea 14

5.5.4 Installing LCA Certificate File from SGB..........ccceeiiiiieiiiieiieiie ettt s s neeesane e 17

5.6 Save LCA CertifiCate File......ociiiuiiiiiiiiiiii ettt st e e a e et e s e e e e e ennreee e e e nnnees 21
5.7 IMpPorting CertifiCate .........uiiiii e 22
5.8 Rebuilding Local Certification AUTNOTITY ...........eiiiiiii e 23
5.9 Switching Display LANGQUEAJE .......cveeiiiiiiiiie ettt e s s e e e e 23

6. LICENSE 24

MG CO., LTD. www.mgco.jp Local Certification Authority Creator

5-2-55 Minamitsumori, Nishinari-ku, Osaka 557-0063 JAPAN EM-8591-C  Rev.2 2



1. INTRODUCTION

Thank you for downloading our software program.

1.1 Overview

The SG6 supports HTTPS for enhancing secure communication.
This users manual describes how to create certificates indispensable for using HTTPS.

1.2 Applicable Versions

The contents of this users manual are applicable to the versions below.
MODEL VERSION
LCA-SG 1.0.0
SG6 1.0.8

For details of the SG6, refer to the users manual (EM-8591-B) which is downloadable at our web site.
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2. SERVER AUTHENTICATION

This section describes the purpose of web server certificates and how they are used.

For further understanding, refer to relevant web sites or tutorial documents for terminologies such as 'root CA',
'intermediate CA', 'electronic signature', 'SSL/TLS', etc.

Below is a typical procedure to open a web site supporting HTTPS.

(1) The web site owner creates a web server certificate and requests a certification authority (CA) for its sig-
nature.

(2) The CA, after verifying the identity of the owner and the server, signs and returns it.
(8) The web site owner installs the certificate on the web server.

Web server Certification Authority

Login/ (1)
Password
(4)
-
Web site user Web site owner

(client)

[

Web server certificate (Not signed)
[

% Web server certificate (Signed)

Certification Authority certificate

il

Signature

N

As a web site user accesses the web server via a browser over HTTPS, the web server certificate signed by
the certification authority is downloaded ((4) in the above figure).

Then a second certificate by the CA that has signed the first one is needed to prove the authenticity of the
signature.

For prompt verification, major CA certificates are pre-installed in browsers.

Once the authenticity is verified, the user can assure that the web site he/she is accessing is not a spoofed
one.

The web server certificate also enables encrypted communication between the web server and the user, pre-
venting eavesdropping and alteration of communication data.

As described above, HTTPS ensures the communication security. In this case, the web site user (client)
authenticates the server by using the server certificate. On the other hand, the web server authenticates the
user by his/her login name and password ((5) in the above figure). This transmission of login name and pass-
word is encrypted, which reduces the chance of eavesdropping. However, risks of being illegally logged in by
conjecture, brute force attack, etc. remain.
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3. CLIENT AUTHENTICATION

In contrast to the server authentication described in the previous section, TLS allows the server to request a
certificate of the client ((1) in the following figure).

The client sends the signed client certificate to the server ((2) in the following figure), and the server that re-
ceives it permits the connection of the client.

Therefore, the certificate must be signed by a certification authority that the server approves.

% Web server
N

Certification Authority certificate

Web server certificate (Signed)
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4. LOCAL CERTIFICATION AUTHORITY

The SG6 certifies devices in communication by mutual authentication using both server certification and client
certification. This mutual authentication is possible because these are not widely publicized like a web server.
In this case, building your own certification authority in a local environment makes it easier to use the system.
Local Certification Authority Creator (Model: LCA-SG) is provided to help you.

The LCA-SG...

1) Builds a local certification authority (LCA) on the PC on which the program is installed.
LCA certificate is also created at this time.

2) Creates a unit certificate and private key for each device. This certificate is signed by the LCA and com-
monly used for the server certificate and the client certificate.

3) Transfers the following items to the devices: the LCA certificate created in 1), unit certificate and private key
created in 2).

SG6 [A] SG6 [B]
D 4 _______ Q Omrrlu_r"_o_at_lo_n _______ ’ D
3) (3)
% B[ %
= O s O T
2) (2)
LCA-SG
Unit certificate / Signature
(Signed by Local Certification Authority)
Local Certification Authority certificate (Self-signed)

All SG6s must have the certificates signed by the same LCA. When adding the SG6 to the communication
network after the LCA-SG is reinstalled or the LCA is rebuilt, new certificates signed by the new LCA must be
transferred to all SG6 units.

NOTES |

* Files generated by the LCA-SG are critical in terms of security. Please handle them with utmost caution.

* Using the SG6 and the LCA-SG does not necessarily guarantee perfect security. You must run the sys-
tem on your own risk and responsibility.
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9. HOW TO USE LCA-SG

5.1 System Requirements
B SYSTEM REQUIREMENTS

HARDWARE

REQUIREMENT

PC

IBM PC/AT or compatible

Operating System

Windows 10 Home, Professional, Enterprise editions (32-bit / 64-bit)

Other than OS

DOT.NET Framework 4 or later

RAM

2 GB or more

Hard disk area

60 MB or more
(Separately secure hard disk space for user data)

Display resolution

XGA (1024 x 768) or more

Language

English / Japanese

5.2 Installing LCA-SG

Store the downloaded files in single folder, and execute 'Setup.exe'.
Follow instructions on the Windows installer.

A security warning message may appear during the installation.
Confirm the relevant files are the ones downloaded from our HTTPS site before resuming installation.
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5.3 Creating Local Certification Authority

The LCA-SG, at the initial startup, asks you to specify your organization name and validity period of the certifi-
cate.

Enter the name of your company or organization, to represent the Local Certification Authority.
In the next dialog, set period of validity in days between 30 and 3563.
The confirmation dialog will appear after entering the all contents.

Confirm that the registered organization name and validity period are indicated after "O=" and click [OK].

(: Organization Mame x DAYS: Expire Date

|| | |_."'3U |
Enter an organization name. Enter DAYS
eg M-SYSTEM GO LTD. (Default: 730)

53 << OK

PARAMETER ITEM DESCRIPTION

Enter your company/organization name.

Useable characters

Organization Name First character : A-Z, a-z, " _ (underscore)"

Second and following characters: A-Z, a-z, 0-9, " _ (underscore)", " , (comma)",

" . (period)", " - (hyphen)", " (blank)"
Expire Date Enter a number of days (of validity) between 30 and 3653.

(3) After the Local Certification Authority has been created, the LCA-SG main screen as shown below ap-
pears.

Mew CAM) Import{l) Language(l) Version(¥)
£1 Show CA File(s) " New Certificate(C)
Marme Walue Y Damairs IP Addresses
o WESYSTEMCO,,. .
(Y LCA—SG
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5.4 Creating and Transferring Unit Certificate and Private Key

Next, you can create the SG6 unit certificate and transfer it to the device.
Click "New Certificate(C)" to open the dialog below. Set up information necessary to access to the SG6.

Create Certificate

Domain Mame I[P Address
Ad Edit Del Add Edit Dl
Enter DNZ of the unit. Enter [P Address of the unit.
(L oophack address is added automatically )
a.g. wew m—system.co jp eg 19216801
M

Enter the unit name.

ag STATIOMN QK Cancel

PARAMETER ITEM DESCRIPTION

Enter the domain name of the SG6 for connecting to it through the internet. Use only alpha-
numeric characters (Japanese characters are invalid).

Up to 16 domain names can be registered.

Domain Name Usable characters:

First character : A-Z, a-z, " _ (underscore)"

Second and following characters: A-Z, a-z, 0-9, " _ (underscore)", " , (comma)",

" . (period)", " - (hyphen)", " (blank)"
Enter the IP address of both SG6 server and client for accessing the devices on a browser
via a LAN or the internet.
Use only alphanumeric characters. (Not compatible with IPv6)
Up to 16 IP addresses can be registered.
IP Address

If you wish to reduce the number of IP addresses, you can set only one address as indicated
below.

Normal mode connection: SG6 server address
Reverse mode connection: SG6 client address

Enter the name to identify the SG6.

Usable characters:

CN First character: A-Z, a-z, " _ (underscore)"

Second and following characters: A-Z, a-z, 0-9, " _ (underscore)", " , (comma)",

)

" . (period)", " - (hyphen)", " (blank)"
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(1) Click [OK] and the confirmation dialog appears. Click [Yes] to open the [Transfer] dialog.

Transfer files to the target unit.

IF Address |192.168.D.1D ~

Port

(Default: 48565) 48565 :

Account

UserlD | |

Passweord | |

ak

Cancel

(2) Confirm the target IP address and enter the user ID and password to login to the SG6.
Click [OK] to start the transfer of the certificate to the SG6.

On the main screen, generated certificates are listed on the [Certificate] frame.

©)

When two or more SG6 exists, repeat the same process for the number of units or right-click on the rel-

evant certificate and select [Create / Transfer].
Transfer certificates to both SG6 server and SG6 client.
Reboot the SG6 after transferring.

¥, LCA-5G

2]

Mew CA(N) Import{l) Language(l] Version(V)

Certification Authority

f=1 Show CA File(s) 1 New Certificate(C)

Certificate

Marre “alue i Camains IF Addresses
0 MESYSTEMCO,... | station waarw eystem.c.,.  192.163.010 |
e LCASG

NOTES |

e File transfer must be executed only in a LAN environment.
* Please make sure to enter the domain name and IP address correctly.
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5.5 Installing CA Certificate on Web Terminal

5.5.1 General Descriptions

In order to enable HTTPS through the SG6 when a web browser accesses a web server, the CA certificate as
explained in ['5.3 Creating Local Certification Authority" on page § must be installed on the terminal with
browser.

This procedure must be performed on every terminal accessing the SG6 which has certificate signed by this
Local Certification Authority.

If a terminal without the certificate accesses the SG6 over HTTPS, a security warning will appear on the
browser.

The installation method varies depending on the software environment of the terminal.

5.5.2 Installing Certificate via LCA-SG

B Windows (Chrome, Edge)

(1) Click [Show CA File(S)] on the LCA-SG main screen to display [Certificate] window.
Click [Install Certificate...] to start the [Certificate Import Wizard].

H Certificate

General Details Certification Path

.@E Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: LCA-SG

Issued by: LCA-SG

valid from 12/16/2022 to 12/8/2052

Ensmll Certificate. . ; Issuer Statement

0K

Figure. [Certificate] window when [General] tab is selected
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(2) On the [Certificate Import Wizard] window, select [Current User] under Store Location and click [Next] but-
ton.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

() Local Machine

To continue, dick Next.

Figure. Initial View of [Certificate Import Wizard]

(3) On the [Certificate Store] window, select [Place all certificates in the following store], and click [Browse].

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

|@32'.@9:..a.l.l..gg.r.ﬁ.ﬁ.@.t.e_i.ir.!..!il@..fg!!mng..sbg[gé

Certificate store:

| Browse...

Figure. [Certificate Store] screen
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(4) As the [Select Certificate Store] dialog appears, select the [Trusted Root Certification Authorities] folder,

and click [OK].

Select

Certificate Store

Select the certificate store you want to use.

----- Personal ~
=

----- _| Enterprise Trust

----- | Intermediate Certification Authorities

----- " | Trusted Publishers

----- 1 imtristed rertifirates ¥
{ }

[ show physical stores
e

Figure. [Select Certificate Store] dialog

(5) A Windows security warning may appear during the import process.
The LCA-SG enables the user (yourself) to become a root certification authority. Read carefully the warn-

ing message before proceeding.
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5.5.3 Using CA Certificate File

B Windows (Chrome, Edge)

1) Save the certificate by following the procedure as in '5.6 Save CA Certificate File" on page 21.
2) Double-click the saved certificate to open the [Certificate] dialog.

Click "Install Certificate...", then the [Certificate Import Wizard] starts.
Follow the same procedure as in "5.5.2 Installing Certificate via LCA-SG" on page 11.
The procedure is the same if the LCA-SG is not installed on the Windows terminal.

B Windows (FireFox)

1) Save the certificate by following the procedure as in '5.6 Save CA Certificate File" on page 21

2) Start the FireFox browser, click menu at the right top and select Options.

g N o & =

@ signin to Firefox
llu Privacy Protections

£ New Window
S Mew Private Window

| a Restore Previous Session

Zoom - 100%
Edit x
I\ Library

w0 | ogins and Passwords

*- Add-ons

>

Ctrl+M
Ctrl+5Shift+P

+ 2
h @

b

Ctrl+5Shift+A

I ﬂ' Options

,/ Customize...

Open File...
Save Page As...

é Print...

Q, Find in This Page...
Mare

Web Developer

@ Help
O Eit

Ctrl+ 0
Ctrl+5

Ctrl+F
>
>
>

Ctrl+Shift+Q

Figure. Firefox browser
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3) Click "Privacy & Security".

4) Scroll down to Security and cl

Q Search

S Sync

@ Firefox Support

n Privacy & Security

<« ¢ o &) Firefox about:preferences#general Pd mmoe =
~
Find in Options
$¥ General General
{2 Home Startup
Restore previous session
Q Search
n you when quitting the browser
n Privacy & Security Always check if Firefox is your default browser
c Sync &3 Firefox is not your default browser Make Default...
Tabs
/| Ctrl+Tab cycles through tabs in recently used order
~/| Open links in tabs instead of new windows
When you open a link in a new tab, switch to it immediately
Show tab previews in the Windows taskbar
#*  Extensions & Themes
@ Firefox Support Language and Appearance
v
€ >
Figure. Firefox [Options] screen
H n H HH n
ick "View Certificates...".
<~ (& Q‘ 0 Firefox  aboutpreferences#privacy T} In @‘ =
-~
Find in Options
'!:!' General
@ Home Security

Deceptive Content and Dangerous Software Protection
/| Block dangerous and deceptive content Leam more
/| Block dangerous downloads

+/| Warn you about unwanted and uncommon software

Certificates
When a server requests your personal certificate

Select one automatically

@ Askyou every time

Query OCSP responder servers to confirm the current
validity of certificates

View Certificates...

#  Extensions & Themes

Security Devices...

Figure. Firefox [Privacy & Security] screen
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5) As the "Certificate Manager" appears, click "Import..." button.

(&) d o © Firefox  about:preferences#privacy w m o e =

Certificate Manager

Your Certificates People Servers Authorities.

You have certificates on file that identify these certificate authorities

Certificate Name

| Security Device

~ AC Camerfirma S.A.

Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
v AC Camerfirma SA CIF A82743287

Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root Builtin Object Token
v ACCY

ACCVRAIZ1 Builtin Object Token

w Actalis 5.p.A./03358520967

View... Edit Trust... Delete or Distrust...

Export...

Figure. Firefox [Certificate Manager] window

6) As the [Select File...] window appears, select the file (cacert.crt) saved in Step 1.

) Select File containing CA certificate(s)

&« v 4 » ThisPC » Desktop » CACERT ~ | O Search CACERT »
Organize = New folder =~ M @
Mame Date modified Type
7 Quick access
5 cacert 12/16/202211:27 ... Security Certificate
@ OneDrive
3 ThisPC
@ MNetwork
£ >
File name: v| |Certiﬁcate Files V|
| Open |v| | Cancel |

Figure. File Selector window
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7) As the "Downloading Certificate" appears, check the box "Trust this CA to identify websites" and click OK.

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "LCA-5G" for the following purposes?
Trust this CA to identify websites.
[] Trust this CA to identify email users,

procedures (if available).

View Examine CA certificate

Before trusting this CA for any purpose, you should examine its certificate and its policy and

OK

Cancel

Figure. Firefox [Downloading Certificate] dialog

8) Close the Firefox browser.

5.5.4 Installing CA Certificate File from SG6

B Windows (Chrome, Edge, FireFox)

1) Login to the SG6, then download the certificate from "Download CA Certificate File" in "Maintenance".

Follow the same procedure as in '5.5.3 Using CA Certificate File" on page 14.

ETES Maintenance

Adjust Time

12/16/2022 0 15 :12 : 24

Adjust
Reboot Device
Reboot

Download CA Certificate File

Download

Download Certificate File
Download

FW Update

Choose File | No file chosen

Update

Figure. CA Certificate Download Screen
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M IPadOS (Safari)

1) Login to the SG6, then tap "Download CA Certificate File" in "Maintenance".
As the message window shown in the following figure appears, tap "Allow".

This website is trying to download a configuration

profile. Do you want to allow this?

Ignore | Allow

Figure. iPadOS Download confirmation dialog

2) After the file has been downloaded, go back to the Home screen, and tap Settings (gear icon).

Go to [Profile Downloaded].

vapaniese

Add Language...
‘ Profile Downloaded
Apps and websites will use the first language in this list that
they support.

Airplane Mode Region Japan >
Wi-Fi Calendar Gregorian >
Bluetooth On Temperature Unit °c >
@) Nntificatione Region Format Example

Figure. iPadOS Settings Screen
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3) Tap the downloaded profile to display the [Install Profile] window.
Tap [Install] at the right top of the window to start installation of the profile on the terminal.
If a security warning appears during the installation, tap [Install] again to continue the installation.

Cancel Install Profile Install

&
LCA-SG

Signed by LCA-SG
Not Verified

Contains Certificate

More Details

Figure. iPadOS [Install Profile] window

4) When the installation has been completed, tap [Settings] > [General] > [About] > [Certificate Trust Settings]
to open the [Certificate Trust Settings] screen.
Under "Enable full trust for root certificates," turn on trust for the downloaded certificate.

MG CO., LTD. www.mgco.jp Local Certification Authority Creator
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H Android (Chrome)
1) Login to the SG6, then tap "Download CA Certificate File" in "Maintenance".

Back Maintenance
Adjust Time

12/16/2022 B8 15 :12 :24

Adjust
Reboot Device
Reboot

Download CA Certificate File

Download

Download Certificate File
Download

FW Update

Choose File | No file chosen

Update

Figure. Android Maintenance Screen

2) Open Downloads from the menu on the right-top of the Chrome, and tap the saved certificate.

Downloads o Q

Using 1.19 KB of 8.77 GB

Just now

. cacert.crt
1.22 kB * blob:http://192.168.35.251:8080/9564f96e-9ec5-4ee0-bbbd-ff2ec...

Figure. Download Screen

3) Enter any certificate name and tap OK to register the certificate.

Name the certificate

Certificate name:

Credential use:
VPN and apps

The package contains:
one CA certificate

CANCEL

Figure. Android Certificate Installer Screen

MG CO., LTD. www.mgco.jp Local Certification Authority Creator
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5.6 Save CA Certificate File

You can save to a device the certificate created as in ['6.3 Creating Local Certification Authority" on page 8.
Click "Show CA File(S)" on the main screen, go to "Details" tab and click "Copy to Flle..."

P® Certificate

General Details  Certification Path

Show: | <All> w
Field Value &
D'u'ersiun V3
DSErial number 00b&756e9326dd37c1
DSignature algorithm sha?5aR5A
DSignature hash algorithm sha2s6
Blssuer LCA-5G, M-5YSTEM, Osaka, JP
E|'u'alid from Thursday, December 3, 2022 ...
D'u'alid to Saturday, Movember 30, 2052...
=] hiart |FA-SF MSVETEM Meska 1B 7

Edit Properties. .. Copy to File...
MG CO., LTD. www.mgco.jp Local Certification Authority Creator
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5.7 Importing Third-party Certificate

You can use a third-party CA without using the LCA by the LCA-SG.
In this case, transfer the unit certificate, the private key and the CA certificate to the SG6 via the LCA-SG.

Import

Import
Import certificate information by specifying the fil= Import certificate information by specifying the fil=
name. name.
Cert/Key PKCS12 Cert/Key {PRCSTZ
Unit Certificater | ] PKCSIZ Filet | ]
Unit Private key* | |D Password | |
LCA Certificate | |D

QK Cancel QK Cancel

Compatible certificate formats are as follows: PEM (.crt, .key)
DER (.der)
PKCS12 (.pfx, .p12)

Select a file and click [OK] to start file transfer.

NOTES |

* Please address any questions to the relevant third party CA regarding the import of third-party certificates.
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5.8 Rebuilding Local Certification Authority

Normally, there is no need to rebuild the Local Certification Authority which was created at the initial startup of
LCA-SG after its installation.

However, if need arises, rebuild the Local Certification Authority by clicking [New CA(N)] on the main screen.

New CA(N) Import(l] Language(l] WVersion(V)

Certification Authority Certificate

= Show CAFile(s)

") New Certificate(C)

MNarme Walue CM Corrains IP Addresses
] WESYSTEMCO, statior Wi msystem.c.. 182163010
CHM LCASG

Figure 29 Rebuilding Local Certification Authority

In that case, the certificate for the new Local Certification Authority must be manually installed on the SG6
again.

5.9 Switching Display Language

The display language of LCA-SG is automatically selected by identifying your OS language.
Japanese is selected for Japanese OS and English is selected for non-Japanese OS.

In order to manually switch the display language, click [Language(L)] on the main screen to display Language.
Restart LCA-SG to apply the change.

@ LCA-RGP — X

Mew CA(N) Import(]) § Language(L) | Version(¥)

Certification Authority Certificate

f=1 Show CA File(S) ‘1 New Certificate(C)

Marre YWalue CM Dorrains IP Addresses
0 WHSYETEM RGP30H rrreyetemddrs.jn 15216801
CM LCA-RGP

Figure 30 Switching Display Language
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6. LICENSE

The LCA-SG uses OpenSSL v1.0.1r (dual license of OpenSSL and Original SSLeay).
The LCA-SG contains software to which the following Camellia license is applicable.

OpenSSL License

Copyright (c) 1998-2018 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following

conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following dis-
claimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment:
“This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http:/www.
openssl.org/)”

4.The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote products derived from
this software without prior written permission. For written permission, please contact openssl-core @ openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in their names without
prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:
“This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http:/www.
openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ‘AS IS” AND ANY EXPRESSED OR IMPLIED WAR-
RANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CON-
TRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUEN-
TIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHER-
WISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay @ cryptsoft.com). This product includes software
written by Tim Hudson (tjh @ cryptsoft.com).
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Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay @ cryptsoft.com)
All rights reserved.

This package is an SSL implementation written by Eric Young (eay @ cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The
following conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the
SSL code. The SSL documentation included with this distribution is covered by the same copyright terms except that the
holder is Tim Hudson (tjh @ cryptsoft.com).

Copyright remains Eric Young'’s, and as such any Copyright notices in the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution as the author of the parts of the library used.
This can be in the form of a textual message at program startup or in documentation (online or textual) provided with the
package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:
1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:
“This product includes cryptographic software written by Eric Young (eay @ cryptsoft.com).” The word ‘cryptographic’
can be left out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must
include an acknowledgement:
“This product includes software written by Tim Hudson (tjh @ cryptsoft.com).”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ‘AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, IN-
CLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUD-
ING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this code cannot be changed. i.e.
this code cannot simply be copied and put under another distribution licence [including the GNU Public Licence].
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camellia.c ver 1.2.0

Copyright (c) 2006, 2007
NTT (Nippon Telegraph and Telephone Corporation). All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following

conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaim-
er as the first lines of this file unmodified.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY NTT "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALL NTT BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POS-
SIBILITY OF SUCH DAMAGE.
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